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ABSTRACT

This thesis analyzes the structure of a few of the
Information Assurance (IA) processes currently being used
in the United States government. The general structure of
these processes 1is uncovered and wused to create a
Continuous Monitoring Process that can be used to create a
tool to incorporate any process of similar structure. A
proof-of-concept application is drafted to demonstrate the
main aspects of the proposed tool. The possibilities and
implications of the proof-of-concept application are
explored, including the future work required to develop a
fully functional and automated version of the proposed
Continuous Monitoring tool.
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1. INTRODUCTION

In international relations, offensive advantage ‘“means
that i1t is easier to destroy the other’s army and take its
territory than it is to defend one’s own” [1]. This can be
translated in terms of cyber security to mean that it is
easier to destroy the availability of the other’s
information infrastructure and take 1i1ts confidential
information than i1t is to defend one’s own information
infrastructure. Due to the fact that there 1is a clear
offensive advantage in cyber warfare, i1t iIs important to
ensure the security of iInformation systems by having
information assurance security controls in place and up-to-
date. Information Assurance (IA) consists of the ‘“measures
that protect and defend information and information systems
by ensuring their availability, integrity, authentication,
confidentiality, and non-repudiation” [2]- Security
controls are ‘“the management, operational and technical
controls (e.g., safeguards or countermeasures) prescribed
for an information system to protect the confidentiality,
integrity, and availability of the system and its
information” [2].

Title 111 of the E-Government Act, referred to as the
Federal Information Security Management Act (FISMA),
requires Tederal agencies to provide security Tfor the
information and information systems that support the
organization, and to conduct annual agency program reviews.
The requirements of FISMA include developing, documenting,
and implementing an information security program and

developing and maintaining an inventory of information
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systems under the control of the organization. Personnel
must be trained to assist in complying with the required
policies and senior leaders must provide iInformation
security for assets under their control. The Kkey
requirements are to provide information security
protections commensurate with the assessed risk and to
compose annual reports on the effectiveness of the

organization’s information security program [3].

Agencies are required, by the OMB Circular A-130
Appendix 111, to review the security controls of their
information systems to ensure that changes do not have a
significant 1mpact on security, IA controls continue to
perform as iIntended, and security plans remain effective.
The OMB Circular A-130 also requires Federal i1nformation
systems to include a minimum set of controls and be
certified and accredited [4].

The DoD Instruction 8510.01 DoD Information Assurance
Certification and Accreditation Process (DIACAP) is how the
OMB and FISMA requirements are met. The DIACAP ensures the
risks associated with the i1nformation system (1S) are
acceptable. The DIACAP checks for compliance against the IA
controls iIn the DoD Instruction 8500.2 Information
Assurance (1A) Implementation. Other [IA processes are
conducted throughout the system life cycle and vary
depending on the department, organization, or service. Some
ISs fall under more than one category, or process, and are
required to be checked for each process. This requires more
time and effort while causing unnecessary redundancy. This
redundancy can be reduced through continuous monitoring and

reuse of automated scans and manual checks of the 1A
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controls. Vulnerabilities to the 1S can occur 1If IA
controls are not performing as intended or new weaknesses
to the system are not addressed. Without continuous
monitoring, these vulnerabilities may go unnoticed until

DIACAP re-certification which may be years away [5, 6]-

A. RESEARCH DISCUSSION

There are several 1A Processes currently being used
throughout the United States Government. Each department,
such as the Department of Defense (DoD) and Department of
State, has 1i1ts own processes and iInternal standard
operating procedures (SOPs). Even within the DoD, each
service, agency, and organization implements the processes
differently or has created their own version of the
processes. As a result, the same IA controls are checked in
several processes, creating redundant work and wasting

critical time.

This thesis defines a concept of continuous monitoring
that attempts to create a process from the similar
structure of several existing IA processes. The specific
documents and procedures that differ among the processes
can be iIncorporated to reuse scan results and manual checks
that have already been conducted on an IS. This concept is
demonstrated by means of a proof-of-concept application
that demonstrates the common structure of the 1A processes
and conveys the potential for a fully functional automated
Continuous Monitoring tool that can i1mplement any 1A
process with the mentioned structure. The continuous
assessment of the security controls will ensure the 1A
posture is maintained and offers timely mitigation of
vulnerabilities so that ISs are better defended.

3



B. SCOPE

The scope of the thesis is the concept of a continuous
monitoring process that encompasses existing lA processes
with similar structures. This research demonstrates the
concept with the creation of a proof-of-concept application
and 1s not meant to create a fully functional tool. If this
concept i1s to be adopted, additions to the tool would be
necessary as discussed in Chapter V.

C. ORGANIZATION OF THESIS

Background information on a few of the IA processes is
presented in Chapter I11. Chapter 111 reveals the redundancy
between the discussed processes and uses the similar
underlying structure to design a continuous monitoring
process. The proof-of-concept application is described 1in
Chapter 1V and mapped back to the continuous monitoring
process of Chapter 1. Chapter V discusses the
implications of the proof-of-concept tool and the Tfuture
research that is required to make a fully functional and
automated version of the tool.



11. BACKGROUND

A. DIACAP

The DoDI 8510.01 [5] establishes a process for DoD 1A
Certification and Accreditation that will authorize the
operation of DoD iInformation systems i1n accordance with
FISMA [3], DoDD 8500.01 Information Assurance [7], DoDlI
8500.2 Information Assurance Implementation [6], and DoDD
8100.1 Global Information Grid (GIG) Overarching Policy
[8]- The process, shown in Figure 1 [9], consists of five
activities that manage the implementation of IA controls
and provide visibility of accreditation decisions regarding
the operation of DoD information systems.

Figure 1. DIACAP Activities



1. Initiate and Plan 1A C&A

The fTirst activity consists of preparatory actions for
IA Certification and Accreditation. The Information System
Type 1s determined and the system 1s categorized with a
Mission Assurance Category (MAC) and Confidentiality Level
(CL) as defined in the DoDD 8500.01. The System
Identification Profile (SIP) is developed and the system is
registered with the DoD Component IA Program and other
organization-specific registration tasks are performed. The
baseline 1A controls are generated from the DoDI 8500.2
based on the type and category of the IS. These baseline
controls are adjusted to account for inherited, not
applicable, and system-specific controls, and then compiled

in the IA Control Implementation Plan.

The Certification and Accreditation (C&) Plan 1is
formed from the 1A Control Implementation Plan, and
Validation Plan and Procedures. The DIACAP Implementation
Plan (DIP) contains the assigned 1A controls, their
estimated completion date, implementation status,
responsible entities, resources, architecture, and
technical details. The DIP is reviewed and approved once
the DIACAP team 1is in agreement on the security
requirements and schedule. The DIACAP team is assembled to
initiate the C&A Plan and the DIP.

2. Implement and Validate Assigned 1A Controls

In the second activity, the DIP i1s executed and the
assigned 1A controls are implemented. Other systems are
also checked i1n order to verify inherited controls. The
implementation 1i1s documented and the DIP 1is updated.

Validation activities are conducted to assess the
6



effectiveness of the 1A controls. Implementation and
validation guidelines are available at the DIACAP Knowledge
Service [10]. The compliance status from the Validation
Report 1is recorded 1in the DIACAP Scorecard, and, 1if
corrective actions are necessary, the Plan of Actions and
Milestones (POA&M) 1is prepared and/or updated. The POA&M
identifies controls that are non-compliant, the tasks that
need to be accomplished, and the scheduled completion date
for each task. The non-compliant controls are categorized
using the DIACAP Severity Codes. The code 1indicates the
risk level of the control, the likelthood of consequences
due to non-compliance, and the urgency required for
corrective actions. Non-compliant controls should be
prioritized fTor vremediation based on the 1i1mpact codes
within each severity category.

3. Make Certification Determination and
Accreditation Decision

The certification of an iInformation system is the

comprehensive evaluation of the technical and
non-technical security safeguards of an
information system to support the accreditation
process that establishes the extent to which a
particular design and implementation meets a set
of specified security requirements. [2]

The certification determination and accreditation decision
takes place iIn activity three.

The Certification Authority (CA) makes the
certification determination based on the actual validation
results, the impact codes and severity categories of non-
compliant controls, expected exposure time, and costs of
mitigation. The CA forwards either the Executive or

-



Comprehensive Package to the Designated Accrediting
Authority (DAA) to 1issue an accreditation decision. The
Executive Package consists of the System Ildentification
Profile (SIP), DIACAP Scorecard, and POA&M if required. The
Comprehensive Package includes the documents of the
Executive Package, as well as the DIACAP Implementation
Plan (DIP) and Certification documentation. Accreditation
i1s a declaration
that an information system 1is approved to
operate at an acceptable level of risk, based on

the i1mplementation of an approved set of
technical, managerial, and procedural safeguards.

[2]

The DAA reviews the package and assesses the residual risk.
IT it 1is acceptable, the DAA 1issues the accreditation
decision (i.e. Authorization to Operate ((ATO), Interim
Authorization to Operate (IATO), or Interim Authorization
to Test (IATT)) and assigns an Authorization Termination
Date on the DIACAP Scorecard. If the risk is unacceptable,
a Denial of Authorization to Operate (DATO) will be issued.

4. Maintain Authorization to Operate and Conduct
Reviews

In this activity, the DIACAP team works to maintain
the Authorization to Operate (ATO) through the sustainment
of an acceptable 1A posture. This activity Iinitiates and
updates a Life cycle Implementation Plan for the IA
controls that continuously monitors the system and assesses
the quality of the IA controls. A System Monitoring Program
is developed to maintain situational awareness. Action 1s
taken on any Information Assurance Vulnerability Alerts.

Performance reviews are conducted annually, as required by

8



FISMA, and re-accreditation is iInitiated every three years,
as required by OMB Circular A-130. Testing is conducted on
a select number of 1A controls and the results are given to
the DAA and CA with the annual performance review. “The
results of an annual review or a major change in the 1A
posture at any time may also indicate the need for
recertification of the 1S” [5]. This will generate changes
to the DIACAP Package, a written Statement of 1A Controls
Review, and an updated Accreditation Decision.

5. Decommission

“Prior to decommissioning, any inheritance
relationships should be reviewed and assessed for i1mpact”
[5]- This activity reviews 1Inheritance relationships to
ensure the system’s removal from operation does not
negatively affect the operation of associated systems. The
DIACAP registration information and system-related data are
disposed of or updated to reflect the retiring of the
system. The IS 1i1s then uninstalled or disconnected. A
Denial of Authorization to operate is issued by the DAA and

the system may no longer operate.

B. RISK MANAGEMENT FRAMEWORK

The NIST SP 800-37, Guide for Applying the Risk
Management Framework to Federal Information Systems: A
Security Life Cycle Approach [11], defines the Risk
Management Framework (RMF). The RMF

incorporates the FISMA- and OMB-related

security standards and guidance to provide a

holistic solution for managing risk to an

organization’s information and information
systems. [12]



The RMF allows for situational awareness through the
constant analysis of the 1A posture of the iInformation
systems. This knowledge helps iIn the swift detection and

mitigation of problems and vulnerabilities.

The objective of continuous monitoring iIs to determine
if security controls In an information system (1S) continue
to be effective over time despite inevitable changes that
occur i1n the system and environment in which the system
operates. The six steps of the RMF are illustrated in
Figure 2 [11]. The RMF helps reflect the current status of
security programs and controls to protect the
confidentiality, integrity, and availability of systems and
make i1nformed judgments that appropriately mitigate risk to
an acceptable level.

Figure 2. NIST Risk Management Framework

10



1. Categorize Information System

The first step in the Risk Management Framework is to
categorize the information system.

Security categorization determinations consider
potential adverse impacts to organizational
operations, organizational assets, iIndividuals,
other organizations, and the Nation. [11]

The first task uses FIPS 199, Standards for Security

Categorization of Federal Information and Information
Systems [13], and NIST SP 800-60, Guide for Mapping Types
of Information and [Information Systems to Security

Categories [14] to categorize the IS. The second task in
this step i1s to document the system description in the
Security Plan along with the results of the security
categorization. On page 21 and 22 of the NIST SP 800-37
[11], there are a few examples of what information the
system description would 1include. The level of detail
provided In the description should be commensurate with the
security categorization of the 1S. In the final task of
this step, the IS 1is registered with the appropriate
organizational offices in order to inform the 1S
owner/manager of the system’s existence, its key
characteristics, and the security implications for the
organization. This “provides an effective
management/tracking tool that 1is necessary for security
status reporting” [11].

2. Select Security Controls

The second step iInvolves selecting an initial set of
security controls for the 1S to reduce threats and manage

risks. The Tfirst task 1i1s to identify the common, or

11



inherited, security controls that are provided by the
organization. The 1S owner should ensure the inherited
controls deliver sufficient protection and that they are
made aware of any changes to the status of the inherited
controls that may adversely affect the IS. These common

controls are documented in the Security Plan.

The FIPS 200, Minimum Security Requirements for
Federal Information and Information Systems [15], requires
organizations to meet the minimum security requirements by
selecting the appropriate security controls and assurance
requirements based on the security categorization of the 1S
and the NIST SP 800-53, Recommended Security Controls for
Federal Information Systems and Organizations [16]. The
baseline security controls are selected In task two, and
then tailored and supplemented as needed based on the
organizational assessment of risk. These controls and their
intended application are documented iIn the Security Plan.

The Continuous Monitoring Strategy i1s developed in the
third task to monitor the effectiveness of the security
controls and to 1identify any changes to the IS and its
environment of operation. The strategy identifies the
security controls to be monitored, and the method and
frequency of the analyses. Controls that are volatile,
critical to protection, or 1identified iIn the POA&M are
selected for monitoring. They are ‘“‘assessed as frequently
as necessary consistent with the criticality of the
function and capability of the monitoring tools” [11]. The
strategy also defines the recipients of status reports and

how to monitor changes to the system.
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The final task iIn this step i1s for the authorizing
officials to review and approve the Continuous Monitoring
Strategy and Security Plan. If the Security Plan i1s deemed
unacceptable, the plan is sent back for appropriate action.
IT the plan is deemed acceptable, the authorizing official
IS agreeing to the set of security controls proposed to
meet the security requirements for the IS and the residual
risk associated with i1mplementing these controls as
intended. The approval of the Security Plan allows the
process to proceed to the next step.

3. Implement Security Controls

Implementing the security controls specified iIn the
Security Plan is the first task in step three. The second
task is to update the Security Plan with the security
control documentation which allows for traceability of
decisions. The functional description of the implementation
of the security controls should state how the controls are
employed within the 1S and 1i1ts environment of operation,
including planned inputs, expected behavior, and expected

outputs.

4. Assess Security Controls

The effectiveness of the security controls iIs assessed
in step four. The Tfirst task i1s to develop a Security
Assessment Plan that will place a bound on the level of
effort put Into the assessment. NIST SP 800-53A, Guide for
Assessing the Security Controls 1i1n Federal Information
Systems and Organizations [17], provides guidance for
building effective Security Assessment Plans. The plan
should 1i1dentify the type of assessment (i.e. audit,

13



continuous monitoring, certification, etc.), the objectives
for the assessment, and the detailed procedures for
conducting the assessment. The plan is then reviewed and
approved by the appropriate officials. The second task is
to execute the plan and assess the security controls to
determine the extent to which the controls are
implemented correctly, operating as intended, and
producing the desired outcome with respect to

meeting the security requirements for the
information system. [11]

The assessment is conducted in accordance with the

procedures in the Security Assessment Plan.

The results of the assessment include recommendations
on how to correct non-compliant controls and reduce or
eliminate identified vulnerabilities. They are compiled in
the Security Assessment Report during the third task. The
report documents the issues, findings, and recommendations
of the assessment. The fourth task uses the results and the
report to conduct initial remediation actions based on the
findings and recommendations. Security controls are
reassessed after remediation, as appropriate. The Security
Plan 1i1s updated to 1include the findings and actions
resulting in this step.

5. Authorize Information System

The authorization decision for the IS is made in step
five. The Tfirst task uses the information iIn the Security
Assessment Report to prepare the POA&M. In task two, the
Security Authorization Package is compiled and submitted to
the authorizing official for adjudication. The package

consists of the Security Plan, Security Assessment Report,

14



and POA&M, which collectively depict the current security

state of the information system and current risk posture.

The third task 1is to determine the risk to
organizational operations, organizational assets,
individuals, other organizations, or the Nation based on
risk assessments and the Security Authorization Package.
The authorizing official utilizes the information provided
and balances security considerations with mission and
operational needs to make an authorization decision in task
four of this step. The Authorization Decision document
consists of the authorization decision, the terms and
conditions for authorization, and the authorization
termination date. If the authorizing official concludes
that the risk 1s acceptable, the system will receive
authorization to operate, otherwise, the system will not be
authorized to operate [11].

6. Monitor Security Controls

The final step of the Risk Management Framework is to
monitor and assess the security controls in the information
system on a continuous basis to ensure and demonstrate
security due diligence. This step includes the typical
activities of continuous monitoring: updating documents,
conducting security impact analyses, reporting security
status of the system, and conducting ongoing security
control assessments  and risk determinations. These
activities allow the authorizing officials to manage risk

and maintain the security authorization over time.

The first task is to determine the security impact of
information system and environment changes. The second task

IS to conduct ongoing security control assessment by
15



selecting a subset of the security controls iIn accordance
with the previously defined monitoring strategy. The third
task is to conduct ongoing monitoring activities,
assessment of risk, and remediation of outstanding items iIn
the POA&M. Task Tfour is to update the components of the
Security Authorization Package based on the results of the
previous tasks. This will TfTacilitate near real-time

situational awareness and management.

In line with the monitoring strategy, the fifth task
IS to report the security status of the information system
to the appropriate organizational officials on an ongoing
basis. The sixth task 1i1s to conduct ongoing risk
determination and acceptance by reviewing the reported
security status of the IS on an ongoing basis to determine
whether the risk remains acceptable. The final task 1is
performed when an i1nformation system 1i1s removed from
service. In this task, the decommissioning strategy is
implemented and required actions are taken.

C. DEPARTMENT OF STATE CONTINUOUS CERTIFICATION AND
ACCREDITATION PROCESS

The Department of State has developed a process for
continuous Certification and Accreditation (see Figure 3)
[18]. It is iIntended to conduct ongoing certification and
accreditation that maps to the steps in the Risk Management

Framework.
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Figure 3. Department of State Continuous C&A Process

Step one is Categorize Information System. The

information system is categorized and the System Security
Plan 1s created iIn this step. The second step is to Select
Security Controls. The System Security Plan and system

categorization are used to select the security controls.
System specific controls are also selected as appropriate.
The selected controls are implemented iIn the third step:

Implement Security Controls.

Significant Change Analysis 1s the fourth step iIn the

process. Issues identified by the dashboard are evaluated
to determine 1t further changes are needed. The fifth step,
Continuous Monitoring, combines the fourth and sixth steps

of the RMF which involve testing at two stages of the
process: during certification and during monitoring. The
Security Content Automation Protocol (SCAP) is used to test

and communicate results to the dashboard and other steps in
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the process. The final step is to Prepare Authorization

Report. The dashboard provides a risk score used for the
DAA Decision. The Threat Analysis looks at historical
attacks to predict future events while the Situational
Analysis looks at the current environment to enable
effective actions. With the opportunity to catch errors
early due to continuous monitoring testing, reaching Do Not

Operate status should be extremely rare [18].

D. NAVY TRANSFORMATIONAL CERTIFICATION AND ACCREDITATION
PROCESS

The Navy conducted a mapping between the DoDI 8500.2
and NIST SP 800-53 1A controls in order to combine the
DIACAP and RMF processes into the Navy Transformational C&A
Process. This process grew from the idea that “significant
efficiencies can be gained through joint evaluations, and

documentation, or overlapping security controls” [19].

This process consists of six events: Categorize

Information System, Select Security Controls, Implement

Security Controls, Assess Security Controls, Authorize

Information System, and Monitor Security Controls. The

tasks 1In each event are the combination of the DIACAP
activities and RMF tasks.

E. OTHER 1A PROCESSES

Other 1A processes include the Connection Approval
Process (CAP) [20] and Command Cyber Readiness Inspection
(CCRI) [21]- The CJCSI 6211.02C, Defense Information System
Network (DISN): Policy, Responsibilities and Processes
[21], requires security controls to be in place iIn order

for an IS to connect to the DISN and compliance inspections
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to be conducted to ensure the continuing effectiveness of
these controls. The CAP ensures the 1S is secure and has an
ATO before allowing it to connect to the DISN. The CCRI
provides a ‘“quick look” assessment of the network security
configuration of an IS and its compliance with DoD IA and
computer network defense (CND) policies. These processes
could also be applicable to the concept presented in this

thesis.
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I111.COMMON STRUCTURE

A. REDUNDANCY IN THE 1A PROCESSES

From Chapter 11 it 1iIs evident that redundant
activities are taking place. DISA has developed a mapping
of the activities of the DIACAP to the steps iIn the RMF
(see Appendix A). The steps of the aforementioned processes
have been represented in Table 1. The common structure 1is
added as the last row of the table to highlight the extent
of the redundancy between the processes.

The concept proposed iIn this thesis is to turn this
common structure iInto a continuous monitoring process and
reduce redundancy and time. This process can be implemented
in a tool that can incorporate process-specific documents
and tasks to combine the various IA processes and reuse
common data such as assessment results. In this manner,
conducting the continuous monitoring process will in effect
perform all processes it encompasses. Further redundancy
can be reduced by synchronizing inspection and
certification dates so that the results of one are still

valid and applicable to the others.

21



Table 1.

Steps of Various IA Processes

DIACAP Initiate Implement | Make C&A | Maintain Decommission
and Plan IA | and Decision | ATO and
C&A Validate Conduct
Assigned Reviews
1A
Controls
NIST RMF Categorize | Select Implement | Assess Authorize Monitor
Information | Security | Security | Security Information | Security
System Controls | Controls | Controls System Controls
DoS Continuous Categorize | Select Implement | Significant | Continuous Prepare
C&A Process Information | Security | Security | Change Monitoring Authorization
System Controls | Controls | Analysis Report
Navy C&A Categorize | Select Implement | Assess Authorize Monitor
Transformational | Information | Security | Security | Security Information | Security
Process System Controls | Controls | Controls System Controls
Common Structure | Register or | Identify | Implement | Assess and | Determine Retire or
Update the | Security | Security | Mitigate and Accept Monitor the
System Controls | Controls | Security Risk System
Controls
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B. CONTINUOUS MONITORING PROCESS

Building upon the common structure discovered 1iIn
Table 1, a continuous monitoring process has been
developed. Figure 3 illustrates the process as a dynamic
and flexible cycle with six activities.

Figure 4. Continuous Monitoring Process

1. Register or Update the System

The Tfirst activity in this cycle is to register or
update the information system. If the information system
(1S) 1is new, registration will describe the system, the
responsible entity and organization, the location, and
other information that will be wused to generate the
required documents. The Mission Assurance Category (MAC)

and Confidentiality Level (CL) of the system are determined
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and used to establish the frequency of continuous

monitoring reviews for the 1S.

IT the IS has already been registered, certified, and
accredited, then this activity will be conducted when the
IS or its information needs to be updated. This can be
triggered i1f there are <changes to the IS or Iits
environment, key updates or patches for the 1S, or a change
in the MAC and/or CL of the 1S. A scheduled review or re-
certification will also launch this activity. Changes to
the MAC or CL of the IS will change the applicable 1A
controls as well as the frequency with which reviews are
conducted. Changes and updates need to be coordinated 1iIn
order to ensure that these unintended vresults are
considered and resolved. The updates occur in the TFfirst
activity because the system will need to repeat the cycle
to determine the security impact of the changes to the
information system and 1ts environment of operation.
Repeating the cycle also ensures the IS remains compliant

and secure.

2. Identify Security Controls

This activity uses the categorization information from
activity one to assign the applicable base controls to the
IS, as described in DODI 8500.2. Each of these controls
will be identified as applicable, 1inherited, or not
applicable, and all applicable controls will be determined
to be either implemented or not implemented. The applicable
but not implemented controls will be recorded 1In an
Implementation Plan. All i1nherited controls require details
of where the control 1is inherited from and a reason 1is
required for all not applicable controls.
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3. Implement Security Controls

This activity i1s the implementation of the relevant
security controls i1n the Implementation Plan created in
activity two. These controls are put into place and
documented, as appropriate. The Implementation Results
include the list of security controls implemented and a
function description of the control i1mplementation. The
function description includes the planned iInputs, expected
behavior, and expected outputs. If a control failed to be
implemented, the reason is entered iIn the Implementation
Results accompanied by alternative methods of mitigation.

4. Assess and Mitigate Security Controls

All applicable controls should be i1mplemented when
activity four begins. This activity prepares an Assessment
Plan that outlines the validation procedures of these
controls, including automated scans (i.e. Gold Disk,
Retina) and manual checklists. The Assessment Plan i1s then
executed to determine the effectiveness of the controls,
and ensure they have all been correctly implemented and
work as i1ntended.

The Assessment Results are used to prepare the POA&M.
Remediation actions are conducted based on the POA&M. The
POA&M 1s then updated based on the new Assessment Results.
Remediation actions can be repeated as needed and i1f time
permits. The 1issues, findings, and recommendations from the
final Assessment Results and POA&M are documented iIn the
Security Assessment Report.
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5. Determine and Accept Risk

In activity fTive, the risk to organizational
operations (including mission, functions, image or
reputation), organizational assets, individuals, other
organizations, or the nation is determined and documented
in the RiIsk Assessment. The Security Assessment Report,
from activity four, In conjunction with the Risk Assessment
are submitted to the DAA or authorizing official to review
for accreditation. If the ris